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"Hawa MNAC" - MNepcoHanbHaA AUCKOHTHaA
cuctema

JaHHoe nporpaMmHoe obecneyeHne npefHa3HaYeHo Aas BefeHns cobCTBEHHOM 6a3bl AUCKOHTHbIX
KapT 1 paboTbl CUCTEMbI NOANBHOCTMW: CKUAKK, BOHYCbI, HAKOMEHNS.

YcTaHoOBKa M HacTpouka cepsepa MNAC

Co3paTb 6a3y B MS SQL Server ¢ umeHem card-server nof nosb3oBaTeNeM sa, C MNOJHbIMK NpaBamMut
Ha Heé.

|.‘3:‘I Microsoft SQL Server Management Studio BeicTpeii samyce (Chrl+ Q) Pl = O x
@aiin  [paska  Bug  Cepsuc OkHo Cnpaska
- | i - - & [t | = Cosgare sanpoc FE W B | O | - N | | . | =

| | BrinonHuWTE | | | |

O6ospesaTens 06BEKTOE
Coegurute~  F ¢ o~
B @ 127.00.1, 1433 (0L Server 15.0.2000 - sa)

B Basbl gaHHbL:
CHCTEMHEIE Ba3kbl faHHBIX
MOMEHTAABHEIE CHMMEW BAskl 4aHHB

BesonacHocTe
OfbekTHl CEpEEpE
Pennukauma
PolyBase
[ ¥npasneHune
@ 1% Npodwauposwme XEvent

] Totoeo

CkonupoBaTb nanky ¢ AucTpubyTMBOM Ha KOMMNbIOTEp W 3anycTuTb cepsep MAC dannom
Mambahost.exe. Mocne 3anycka cepsep NMAC 6ygeT cnywaTtb nopT 11030. Ecam nopt 11030 3aHAT
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Ha MOMEHT 3alyCKa nporpamMmmsbl, To B C03JaHHOM CepBepoM nac cpa|7|ne conﬁg.json nonpaBnTb

napameTp app.port Ha HyXHbIN NopT

= configjson — BrokHoT

aiin  Mamenwte Qopmar  Bug  Cnpaska

0@
“db": {
"connection_string": "DRIVER=5QL Serwver Native Client 11.8;SERVER=127.8.8.1, 1433;UID=sa;PWD=h&
Is
"app”: {

"host": "06.8.0.8",

"port":| 8888

;]
"auth™: {
"secret_key": "
"access_token_valid_minutes": 5,
"refresh_token_valid_minutes™: 728

Iy
"log": {
"log level™: 8,
"log retention™: 7
Iy
"farcards": {
"key": '
"default_discount_code": 91,

"bonus_type": 7,
"max_summ”: 188822280

Ts
"settings”: {
"require_phone": false,

"require_sex": false

"r_keeper": {
"address": " ",
"user": "XMLPDS",

"password”: "645hyt",

"uri”:

¥
¥

100%  Windows (CRLF) UTF-8

Crpoka 1, ctonBey 1

Noém B 6pay3epe no aapecy http://localhost:8888
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B ] Boiitu. Hawa MAC x |+

& O Q. localhost:3888

NMWUEH3WA 00: 24.01.2022

Hawa MNAc - Cuctema NoANbLHOCTHK.

Bxop B cuctemMy

TNoruH

Mapone

BOWTU

[onb3oBaTesnb user, Naposb 123 %]
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|.[| Havwa MAC ><.| AL _ O w

&< - C  Q localhost:8888
FPYMNMNA KOMNAHWA
E Ynpaenexue ~
Monb3oBatenu
Cueta
Ipynnel CuetoB

CocTaBHble CKWUAKW/B0oHYChI

Tunbl MaeHTUGUKaTopoB

] Wmnopt v
&4 OTueTwl v
£ Hacrpoiiku v
© rovouws

[>+  Bobixon

Bce panbHenwme HaCTPONKK, KpoMe NINLEH3NPOBAHNSA, OCYLLLECTBNIAIOTCA Yepes uHTepdenc cepsepa
NAC B 6bpaysepe.

Bo Bkniagke CoepguHeHume ¢ Bl 3anaéTcA CTpoKa NoaktoyeHns K 6ase gaHHbix MS SQL Server B
tdopmaTe gpaneepa SQL Python - pyodbc. [1na ynobctBa HaCTPOMKKN eCTb
MOMOLLHMK(peKoMeHaYyeMbIN CNoCcob NOAKAIYEHUS) AN FeHepaumMmn CTPOKK noakayeHms. CTpoka
NOAKOYEHNS (POPMUPYETCA BHU3Y, MO Mepe 3anojiHeHNs Nonen.
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I:| CoeguHerme ¢ B, Hawa MAC x +

“— C ® localhost:8888/config-db/ o B B & A

CozfaHue CTPOKHW NogKAHYEHUA

Jpareep Microsoft O0BC gna S0L Server
SQL Server Native Client 11.0

Cepeep
127.0.0.1, 1433

[ BcTtposHhan npoBepka NOAAMHHOCTY Windows

HMA nofe3oEaTenA Maponk
5a

E33a gaHHbi

OEHOBWTE CMACOK BA
card-server

CTpoKa NopKAKYeHuA

DRIVER=5QL Server Mative Client 11.0;5ERVER=127.0.0.1, 1433;UID=sa;PWD=

OTMEHA

Opansep Microsoft ODBC pna SQL Server

B Hucnagatowem cnmcke otobpaxatoTcs ApanBepa YCTAaHOB/IEHHbIE B CUCTEME Ha KOTOPOW 3anyLleH
cepsep NAC.

Microsoft Hanncana n pacnpocTpaHuia Heckonbko apansepos ODBC gns SQL Server:

e {SQL Server} - BbinyweH ¢ SQL Server 2000

e {SQL Native Client} - BbinyweH ¢ SQL Server 2005 (Tak»xe n3BeCTHbIN Kak Bepcus 9.0)
e {SQL Server Native Client 10.0} - BbinywieH ¢ SQL Server 2008

e {SQL Server Native Client 11.0} - BbinywieH ¢ SQL Server 2012

e {ODBC Driver 11 for SQL Server} - nogaep»xusaeT SQL Server ¢ 2005 no 2014

o {ODBC Driver 13 for SQL Server} - nogaepxusaeT SQL Server 2005-2016

e {ODBC Driver 13.1 for SQL Server} - nogaep»xunsaeT SQL Server 2008-2016

e {ODBC Driver 17 for SQL Server} - nogaepxusaeT SQL Server 2008-2019

Nms cepBepa MS SQL Server ECin B Ka4eCTBe MEHW CEPBEpPA WNCMOb3YeTCs CeTEBOW afpec, To
HOMep MopTa OTAENSAETCS 3anaToN a He ABoeTo4nem! Mpumepsi:

e SQLSERVER-TEST
¢ |ocalhost
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¢ localhost, 1433
¢ 127.0.0.1, 1433

BcTpoeHHas npoBepka nopanHHocTu Windows

Mpo peXxnMbl NPOBEPKM MOXKHO MoYUTaTb TYT:
https://docs.microsoft.com/ru-ru/sql/relational-databases/security/choose-an-authentication-mode?vie
w=sql-server-verl5 Camoe npocTtoe: cepsep MNAC pa3BepHyT Ha MawunHe ¢ MS SQLServer n oH
No3BOJISIET aBTOPM30BaTb NoJsib3oBaTens Windows npolle NoCTaBuTh 3Ty rajaky. Toraa nonb3oBaTens
1 Naposib BBOAUTb He Hafo. ECnn cepeep yAané€HHbIA, Npy NOAKYEHUN NO CETU NPoLLe 3a4aTb UMS
noJib30BaTenNs 1 Naposb.

JiInueH3upoBaHue

Ecnn cepeep NAC He nMUEH3MPOBaAH AW NNLEH3US NPOCPOYEHA UK Apyrue npobnemsl C
nuueHsmnen, To npu pabote ¢ NAC Ha Kacce, MAC 6yaeT oTBEYaTb 4TO NPOHAEMBI C NULEH3MEN.
OrpaHunyeHnin Ha paboTy penakTopa cepsepa MOC npu npobnemax MMUEH3NEN HET.

Ha3BaHue MO - «Hawa MAC».

3anyckaem cepsep MOC c kontoyem license - Mambahost.exe /license.
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A Ceofictea: Mambahost.exe — apneik

>

COBMECTUMOCTE BesonacHocTe MNogpofHo MNpegbguw e BepCMM
Otwwe APk HacTpofik 1 Wl prager Pacnonowenue UeeTa
F. Marnbahost. exe — apask
Tun offeekTa; MpunomeHHs
Pacnonosenwe:  PDS
QfeekT: |E:"~P'D5"~Mamhahast.e:-:e Alicenss |
FPatoyan nank.a: |I::"-.P'DS |
BLICTpEIN BRIZ0E: |HE-'T |
OkHo: DAkMHE paztep OkHA e
K.obArEHT 3pI; | |
FacnonoseHue daiina | | CreHdTe sHayok...| | JonoaHMTEnsHD. .
OTrEHA MpHrEHHTE

XOEM 3arpysku OKHa JIMLEH3UPOBaHNS, MLLEH3pyeM, nepesanyckaem cepsep MNAC.

B License 3ystemn 3
EBretsii Arecs

Crvcok ofbesToB

|F:-:-n-uu:| |,|'.'I,a1'a R OHY AHHA

ﬂmen:m .'J.EﬁETHH'I'E'.I'bHa.
fAata okordaHna; 24.01.2022
¥ o O755F49376

UID: CIBEBB4FB4C2TS26597

Nard N |Hazeasie abrerTa
|Ea@carbisru il Develop 0 01.01.2100
Mapaonk 2 TecToBbIA 0B BerT 0 05.08.2021
|t*k#*t
T N CEE
Bo#TH |
Mndapmauma
CepEEn NMUEHIHMPOSAHHA ADCTYNEH,
ObverT: Knyd
N0 Hawa MAC
Kon-go: 1 TEHEDAUHA NHUEHZHH

ObbekT: Knyb
No: Hawa NAC

CBOMCTES TFUSHIA paELLMFEHH‘FI ML B3

KomiwscTeo |III = |

faTta oxoHsanHa  |24.01.2022 b
3 e

Obinaiie [3

Kooy | I7S5F49376

COTRpEEHTE
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ba3za AaHHbIX

Mpu Ha)xaTum KHonkn «06HOBUTL cnncok b», cepeep MAC nbiTaeTca nogkntounTcs Kk MS SQLServer.
Ecnv nogkntoyeHne yaanock, To TyT oTobpaxkatoTca 6a3bl LaHHbIX pa3BepHyThie Ha cepeepe MS SQL.

CTpoka nogkKJio4eHus

CobCTBEHHO chopMmpoBaHHasa CTpPoKa. Ha)kaTnem KHOMKN NCMONb30BaTb CTPOKY, OKHO 3aKpbiBaeTCs
a CTpOKa NoACTaBJIAETCA B NoJie CTPOKa NMNOAKAOYEHNA B HaCTp0I7IKaX bO.

CoxpaHeHue CTPOKM NOAKJIIOHEeHus

Mpu HaXxaTUKM Ha KHOMKY NPOBEPUTb U COXPaHUTb, BEIBOAWUTCA NPefynpexAeHne, YT B Cyyae
yCNeLwHoro NoakMo4YeHns K HoBow B[] Bbl ByeTe nepeHanpaB/ieHbl Ha CTPaHWLY BXOAa.

Ecnn HaxaTb «CoxpaHUTb CTPOKY NoAKMo4eHusa», To cepsep MAC nonbiTaeTca nogkao4uTcs K bJ.

Ecnun nogknioyeHne He YAalloCb, TO BbIBEAETCA TEKCT oLwmnbKun

(]

A ecnv BCE XOpOLLIO, TO BbIBEAETCSA OKHO coobliatolee 06 3TOM M NMOCae HAXXaTUS Ha KHOMKY
«MepenTn Ha CTpaHWULy BXoAa», N0Jb30BaTe/b NEPEHANPaBAseTCs Ha CTPaHULY BXoda

=]

NHdopmauusa 06 Oase paHHbIX

34eCb BbIBOAMTCSA MHGOPMaLMA O TeKyLen NoAKIYeHHON 6a3e OaHHbIX.

Ecnn B[l He nogkNto4YeHa, TO BbIBOAUTCS TEKCT OLUNOKMN.

(]

Ecnn nogkntoyeHne ocyllecTenseTcs K paboyen 6ase aaHHbIX, T.e. 6a3e B KOTOPOW €CTb AaHHbIE U
co3AaHbl Bce Tabamubl, nam ¢ KoTopon paHee paboTan cepsep MNAC:

(=]

Monb30BaTesb 1 Mapob N0 YMOAYaHMIO He paboTatoT. PaboTaloT nonb3oBaTenu v Napoau u3
bA

e [lpn BXOAE, B FNIaBHOM MEHI0, CTaHOBATCA AOCTYMHbIMU BCE MYHKTbI, HAa BEPXHEN NaHenun
nponagaeT KPacHbI NPAMOYrO/IbHUK C HAAMUCHIO «PeXXn KOHpUrypaunn. TOSIbKO HaCTPONKIN»
BeiBoanTcs Bepcusa B, n B Byayuiem, eciv Bepcus HUXXe ToN, KOTopas AOJKHa ObITb,
npepnaraeTcs eé 06HOBUTb.

Ecnv noaknoYeHme oCyLLeCcTBASeTCa K I'IyCTOVI 6a3e faHHbIX, Kak NnpPaBnJ10 TOJIBKO 4TO CO34aHHON:

(]
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e [Insd BXo4a MCMoJb3YyOTCA NOJIb30BaTeNb 1 Nap0Jib MO YMOJIHAHUIO.

e [lonb30oBaTeNb ONATHL MOMALAET B PEXUM KOHPUIYpaLUKN, TONbKO HAaCTPONKHK, HO B
NHopmMaumn o 6aze AaHHbIX MOSBASETCSA UMA, BepCcMa U Heobxoaumasn Bepcus

e [losaBnseTcs kHonka «Co3aaTb HOBYIO 6a3y AaHHbLIX» NPU Ha)XKaTWUX Ha Hel NPONCXOAUT
cnepyiwoulee:

o BbIBOAUTCA NpeaynpexaeHune, 4To B Cyyae yCcrnewHoro nogkato4eHns K Hoson b/ Bbl
byneTe nepeHanpasfieHbl Ha CTpaHuLy Bxoda. Mpu HaxkaTum Ha KHonKy «Co3aaTh ba3y
LaHHbIX»:

* B nycTon 6a3e gaHHbIX co3patoTca Tabanubl HyXXHble ons paboTel MAC

* B 6a3e OaHHbIX CO30aETCA NOb30BaTENb USEr C Naposiem 123,

» BoiBOoanTCH coobuieHne, 4To 6asa faHHbIX CO3LaHa.

= [10 HAXXaTUIO Ha KHOMKY «[lepenTn Ha CTpaHuLy BXo4a», N0Jib30BaTE b
rnepeHanpasfsSieTCA Ha CTpaHULy BXO4a.

=]

e [1ns BXo4a UCMoJsib30BaTb user ¢ naposiem 123. lNocsie BXxoLa HACTOATESIbHO PEKOMEeHAYyeTCs
NnoJib30BaTeJIA NEPENMEHOBATL a NMapoJsib CMEHUTD.

HacTtpouku Rkeeper

Appec n nopT http-xml nuntepdenca mid nnu ref-cepesepa (0ba BapnaHTa AONYCTUMBI)
ms nonb3oBaTens ans xml nHtepdgenca

e Maponb ona xml nHtepgenca

Ha)xnuMaeM coxpaHuTb

Ecnn Bce BepHo BBeAeHO U xml uHTepceiic R_Keeper 4oCcTyneH, To BUANM NOATBEPXXAEHNE HTO BCE
COXPaHUIOCh

(]

YcTaHOBKa M HacTpouka nokanbHou MNAC

[na cBsA3M C Kacconm ncnonblyetcs TexHonoruns farcards HacTpanBaeTcs cTaHOAApPTHO, NOC/e Yero
nookngbieaem dll. dll gna farcards Ha3biBaeTcs Template.dll v nexunT B nanke ¢ guctpubytTreom B
nanke farcards.

Ina Template.dll Heobxoaumo HacTponTh B Template.ini agpec cepsepa MAC (cM. «ba3a gaHHbIX 1
pegakTop»). ServerAddress=127.0.0.1 - agpec cepsepa nac ServerPort=8888 - nopT cepsepa
nac

Kon HyneBOW CKUAKHM

OpnHa 13 ocobeHHocTen paboThl ¢ farcards 3aknto4aeTcsa B TOM, 4To Koraa cepsep MAC oToaér
NH(OPMaLLMIO 0 KapTe Ha Kaccy, OT [OJKEH nepefaTb KO4 CKUAKKW. B TakoM cnyvaem B R_Keeper
Ho/HKHa ObITb 3aBefeHa CKmaka co ckugkom 0%, Kak bbl pukTUBHasA (HyneBas) ckupka. Hynesas
CKUAKA HY>XHa B C/ly4ae, eC/iv N0 KakoW TO NpUYnHe CKMAKa No KapTe He npefocTaBaseTCs.
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HDEBbILIJeH JNMUT NCIMOJIb30BaHUA, 366}'IOKI/IpOBaHa nT.Ao.

Ecnv nogkntoyeHne K R_Keeper HacTpoeHo 1 xml nHTepgenc 4ocTyneH, To Mbl MOXXeM BbibpaTb
HyJIeBYI0 CKMAKY U3 fepeBa CKMAOK R_Keeper

(]

TaK >Xe MOXXHO BBECTU KOJ, CKUIKWN BPY4YHYIO B B NnoJsie BBOAa «Koa HyneBon CKUOKU»

Ecnv nogknioyeHne K R_Keeper HacTpoeHo 1 xml nHTepdenc 4ocTyneH, To nog nosem Beoa
oTobpaxkaeTca Ha3BaHWe CKUAKM C 3TUM KOAOM B3aToe u3 R_Keeper. ECin nogkatoyeHne HeT nam
HeT CKMAKWN C TakMM KofLoM B R_Keeper, To noj noJsie BBoAa HMYero He otobpaxxaeTcs.

HacTtpouku cepsepa NAC

(=]

Cepsep
HacTponku agpeca v nopTa Ha KOTopbix paboTaeT cepeep. [ npuMeHeHna HacTpoek TpebyeTcs
py4Has nepesarpyska.

e Paboyas noacetsb - NoaceTb B koTopon paboTaeT cepsep MNAC.

e [lopT - NOpT KOTOpLIA cnywaeT cepsep MAC.
BpeMsa peACTBMA TOKEHOB
Ons ayteHTudukaumm B cepsepe NAC ncnonbsyetcs ctaHpapT JSON Web Token (JWT). B Tom
pa3fene 3a0aéTca BpeMs XM3HM access u refresh token.

e Bpems fencteus access token (MmHyT) - Yepes kakoe Bpems cepsep MAC byaeT TpebosaThb
0bHoBUTL access token npu nomowm npenoctaneHuns refresh token.

e Bpems pencteus refresh token (MUHYT) - CKOIbKO TeKyLLWIA MONb30BaTe/lb MOXET paboTaThb B
cucteme. GakTUYECKM 3TO MaKCMMaslbHOe BpeMS Ceccum nocsie BBoAa JIornHa 1u napons no
OKOHYaHWN KOTOpON, TpebyeTcs onATb BONTW B CUCTEMY.

Jlor

* YpoBeHb JIOrMpoBaHMA
e XpaHuUTb sioru (aHen)

Hactpouku NAC
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* Mon obssaTteneH - Ecnv non obasateneH, 1o NAC He BaéT COXPaHUTL CHET NpK
pefakTUpOBaHMUM UM co3faHnm B6e3 ykasaHua nona. He BnmsaeT Ha co3faHue 3aroTOBOK KapT.
3aroToBKM CO34aAyTCA HOPMaJibHO, HO NPY pPefakTUPOBaHUN 3aroTOBKW, HACTPONKA HaYNMHaAET
paboTaThb.

* TenedoH obsasaTeneH - Ecnm TenedoH obsizateneH, To MNAC He 4AET COXPaHUTb CHET Npu
pefaKTUpOBaHMUM UK co3faHmm b6e3 ykasaHua TenedoHa. He BansieT Ha Cco3faHue 3aroToBOK
KapT. 3aroToBKM CO34aAyTCA HOPMaJsibHO, HO MPU peaKTUPOBAHUN 3aroTOBKMW, HACTPOMKA
Ha4ynHaeT paboTaTb.

YnpaBJieHue

Monb3oBaTenu

(]

CnoBapb nosib30BaTeNen, KoTopsle MoryT pabotaTs ¢ NAC.

* Ha)xaTue Ha KHOMKY «[J06aBNTb MNO/Ib30BaTE/S» - MOKa3bIBaeT ANASIOrOBOE OKHO fobaBneHue
HOBOI0 NoJib30BaTENS.

e Ha)kaTue Ha CTPOKY WM UKOHKY KapaHalla - NOKa3blBAEeT AMasIoroBoe OKHO peaakTupoBaHue
nonb30BaTeNs.

e Ha)kaTue Ha KOp3uHy - yaaneHune nosab3oBaTens. MokasbiBaeT AMaNOroBOe OKHO
NOATBEPXXAEHNS ornepaLun.

JlobaBneHue nonb3oBaTens

(]

* JlornH - Mcnonb3yeTca ansa Bxoda B NAC. Oba3aTensHoe none.

* Maponb / MosTop naponsa - Wcnonb3yetcsa ona sxoga B MAC. O6a3aTensHoe none. Maponb un
NMOBTOP MApoONsa AO0J/IKHbI COBNaAaThb.

* EMail - ToyTa nonb3oBaTens. He oba3aTenbHoe none.

* @amnnns - ®amunns nonb3oBatens. He obs3atensHoe none.

*ma - ima nonb3oBaTend. He oba3aTensHoe noJe.

* OT4yecTBO - OTYecTBO Nosb3oBaTens. He oba3zaTenbHoe none.

* KommeHTapun - Jliobon TekcT. He obs3aTensHoe none.

* KHonka "[lobaBuTh" - CoxpaHsAeT HOBOro nosib3oBaTenst. CTaHOBUTCS OOCTYMHa AN HaXkaTus,
KOorga HeT owmnboK 3anonHeHnsa opMbl (HET NOJIEN C KPAaCHOM 06BOAKON U TEKCTOM OLIMOKN BHU3Y).

N3meHeHMe nosib3oBaTens

(=]

JloruH - Ncnonb3yetca ans sxona B MAC. ObazaTenbHoe nosne.

KHonka «CMeHnTb naposib» - OTKprBaET OKHO CMeHbI NMaposid NoJib3oBaTens.
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TpebyeTcs BBECTY:

e CTapblil Maposib - TEKYLLMI NAapOJib NMONb30BATENS Y KOTOPOro Mbl MEHSIEM MapPOJib.
» HoBbI NapOJib - HOBbIV NapOJib NONb30BaTENS.
* [MoBTOP Naposs - MOBTOP NApPOs, AOJHKEH COBMAAATh C HOBbIM NAPOJIEM

KHonka «CMeHUTb Naposb» - COXPaHSAET HOBbIN Naposb Y Nosib3oBaTens. CTaHOBUTCA AOCTYMNHa ANs
Ha)kaTuns, Korga HeT ownbok 3anosiHeHMsa opMbl (HET Nofen C KpacHoM 06BOAKON N TEKCTOM
OLWNOKN BHU3Y).

EMail - MNoyTa nonb3oBaTens. He obsa3aTenpHoe nose.

®amunnsg - amnnns nonb3osatens. He obsasaTtensHoe none.

Nms - Ums nonb3oBaTens. He oba3aTenbHoe nose.

OTyecTBO - OT4ecTBO Nosib3oBaTens. He obsa3aTenbHoe nose.

KomMmeHTapum - Jltobon TekcT. He obs3aTensHoe nose.

KHonka «CoxpaHuTb» - CoxpaHaeT M3MeHeHns nosib3oBaTtensd. CTaHOBUTCA AOCTYNHa Ans
Ha)kaTuns, Korga HeT ownboK 3anosiHeHMsa opMbl (HET Nonen C KpacHoM 06BOAKON N TEKCTOM
OLWNOKKN BHU3Y).
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